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: Open iPhone Settings
i Privacy and Security
* Location Services
o Select Location Alerts, confirm "show map.." is turned off
Confirm no apps listed are set to "always”
Scroll to the bottom of the listed apps. and select System Services
Select Significant Locations = turn OFF and clear history
Back out to System Services > turn OFF iPhone Analytics, Routing &
Traffic, and Improve Maps
* Tracking
o Turn OFF "Allow Apps to Request to Track”
* Contacts
o Confirm apps with access to your phone book/contacts
* Photos
o Confirm apps with access to your photos
*« Microphone
o Confirm apps with access to your microphone
*+ Camera
e Confirm apps with access to your camera
* Analytics & Improvements
o Turn OFF
* Apple Advertising
o Turn OFF personalized ads
Face ID & Passcode
* Face |D with a Mask
o Turn OFF
+« Require Attention for Face ID
o Turn ON
* Require Passcode
o Immediately
¢ Turn OFF all options to Allow Access When Locked
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Apple ID, iCloud, Media & Purchases

+ Click on your name at the top of the main Settings screen
* Sign-In & Security
o Two-Factor Authentication > Turn ON
o Verify your trusted phone number
* Cloud
o iCloud Backup > Turn ON
o Private Relay > Turn ON
o Advanced Data Protection
= Turn ON =choose recovery contact option
NOTE: This may require updating any devices connected to iCloud account before
Advanced Data Protection can be enabled.
o Access iCloud Data on the Web > Turn ON
« Verify list of devices connected to your Apple ID
o Select any device(s) that may be old or unknown
* "Remove from Account”
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